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Follow the (crypto) 
money
2025 CrypTO Conference
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● BS & MS in Computer Engineering at 
Politecnico di Torino

● Formerly R&D at BitPolito, LINKS Foundation

● Counter Adversary Operations / Cyber 
Intelligence R&D at CrowdStrikeAlessandro Guggino

Senior Security Researcher
CrowdStrike 
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Follow the money

All The President’s Men
1976 movie by A. Pakula
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ROYAL SPIDER Profile

Ransomware Operation

Bitcoin Tracing

Key Findings
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ROYAL SPIDER

Origins

First seen

Russian Federation 


eCrime – Financially 
Motivated

Type

Ransomware-as-a-Service: 
Royal, BlackSuit

Malware

September 2022
(still active)
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Ransomware Operation

Infection Exfiltration Encryption Ransom 
demand

Money 
distribution and 
laundering
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Dedicated Leak Site
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Case: Bitcoin Tracing

Victim BlackSuit

Access 
Broker

Reshaev Stern

ContiRoyal3AM

Cashout

APOTHECARY 
SPIDER

59 BTC

30%

10%
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Case: Bitcoin Tracing

Reshaev

Stern

Group Leader 

Lead Developer 

WIZARD SPIDER ROYAL SPIDER

2016 – 2022 2022 – Present
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rewardsforjustice.net/rewards/conti
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Key Findings

● Stern and Reshaev (former WIZARD SPIDER members) involvement in ROYAL SPIDER

● BlackSuit = Royal Ransomware

● ROYAL SPIDER affiliates usage of IABs and Loaders

● Usage of Exchanges and Money Laundering services
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Thank you!

Alessandro Guggino
Senior Security Researcher
alessandro.guggino@crowdstrike.com


